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Mporpamma

NporpaMmMa

BBepeHue

1. Mpumepbl Hanbonee oopormx ownboK
2. MNpUYrHbLI BO3HUKHOBEHUS:
o KocMunyeckune nyyu :)
o Owwmbkn B MO
3. Buagbl TecTupoBaHua (passivyHble KnaccupuKkaumm)
o [1o uenn
o [lo cBonCTBaM
o 1o ucnonHUTEnNto
o 10 ypoBHI0O
o o uHTepgency
4. ToNNTVKa BEPCUOHNPOBAHNSA NPU TECTUPOBAHUMN:
o Anb(a-Bepcuun
o beTa-Bepcun

BbiOop BUAa TeCTUPOBAHUA

1. Mupamnga TeCTUPOBAHUSA;
o [pnopuTETHI Pa3fINYHbIX BULOB TECTUPOBAHUSA
o COOTHOLUEHNE BUAO0B TECTOB

2. MNpUHLMNbI CEMAaHTNYECKOro BEPCUOHNPOBAHNS
o CTaHZapT BEPCUOHNPOBAHNS

o MpuMep Ha pa3fenseMom NPoToKoJie B3aMMOAENCTBIS

o Mpumep Ha BMbANOTEYHbIX pPeLleHNSsIX

TecTtuposaHue APl. WSDL

Teopus

1. OcobeHHOCTN TeCTUPOBaAHUSA MPOTOKOOB
o RPC: WSDL/SOAP + REST/JSON
o Messaging
2. XSD-cxeMbl - 0CHOBbI U NpuMepbl 0nncaHns TUMNoB
3. WSDL-cepBMC - OCHOBbI 1 NMPUMep ONUCaHNA METOL0B
4. Tpumep reHepMpoBaHHOIo KoLa A1 CepBepa U KneHTa

MpakTuka

1. CeteBon cHugepmHr SOAP ¢ nomowbio wireshark
2. SoapUl:
o Co3faHue npoekTa Ha ocHoBe WSDL
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o TlocblfIKa 3anpocoB 1 NOJly4eHME OTBETOB
o Co3paHue TestSuit
o [lpoBepkn Ha ocHoBe XPath

NMnaHupoBaHue TecTupoBaHus. Test case / Bugs

1. CTpyKTypa 1 Ha3Ha4veHue Test-plan:
o KT0
o YTo
o Kak
o Korga
o Kputepuu
2. CTpyKTypa 1 Ha3HaveHue Test-case:
o [Mpenycnosus
o Warun
o QOKycumpoBaHMe Ha PYHKLNOHANLHOCTH
3. 3aBeaeHme owmnbok:
o Workflow
o OCHOBHbI€ MOJIS U NPUHLUMBI UX 3aM0JIHEHNS
o Mownck aybnmkaToB Mo CTekam

TectupoBaHue API. REST

Teopusa

1. HanomunHaHue npuHumnos npoTtokona HTTP (GET/POST]...)
2. JSON-schema/OpenAPI/Swagger - 0CHOBbI U npuMepbl onucaHma REST API
3. AHanorusa c XSD/WSDL

MpakTuka

1. Postman:
o ImnopT onuncaHns API
o [IpUMEHEHMNE OKPYIXEHUNI
o Co3faHue 3anpocoB
o Icnonb30BaHMeE NepeMeHHbIX 1 UX nepeonpeneneHme
o TeCTbl Ha JS 419 NPOBEPKU:
1. Kona Bo3BpaTa
2. MNonen oTBeTa
3. CooTBeTCTBUA CXEME
o Ha3Ha4yeHme n npumeHeHne mock-cepepos

TecTupoBaHue uHtepcdenca nono3osarens. Web
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Teopus

1. ApxutekTypa Selenium:
o WebDriver
o API Ha Python, Java, ...
o IDE KaK paclumpeHue bpaysepos
2. MpuHLUMNbI NAEHTUROUKALNN IN1EMEHTOB Web-CTpaHuy,

MpakTuka

1. Selenuim:
o Co3faHune BUPTYasbHOr0 OKPY>XeHus Ha Python
o 3anyck WebDriver
o TlouCK 3N1eMEHTOB Ha CTpaHuue (css, id, aTpnbyThl)
o BBOL TEKCTOBLIX AAaHHbIX
o ABTOMaTM3NPOBaHHaa reHepaums cueHapusa B IDE

Harpy3ouyHoe TecTUpoBaHue

Teopus

1. ®oKyCbl Harpy3o4HOro TeCTUPOBAHUS:
o pon3BOANTENBHOCTb
o CtabunbHOCTb
o OTKa30yCTON4YMBOCTb
o MacwTabnpyemocTb
o CTpecc-TeCcTupoBaHne
2. MNpotunn Harpysku:
o SLA
o [Mpenensl NPON3BOANTESIBHOCTH
3. MNapameTpbl:
o Bpemsa obpaboTku
o YaToTa 3anpocos
o Pasmep OaHHbIX
4. OTkyna 6paTb Npodnan HarpysKu:
o B[]
o XKypHaJibl
o [lporHos
5. IHCTpYyMEHTHI:
o Web-koHC0/b
o JMeter
o Gatling
o K6

MpakTuka

1. JMeter:
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o NMoanep>XxmBaemble NPOTOKOIbI

Py4yHoe co3paHue HTTP-3anpocos

3anucb cueHapues Yepes Proxy

Thread group u ero napameTpbl

BbiHeceHne obwunx napameTpos

MpocMoTp pe3ynbTaToB B rpadnyeckom n TabanyHom Bngax

[¢]

[¢]

o

[¢]

[¢]

TecTupoBaHue uHtepcdenca nonbsosatens (Desktop)
Teopus

1. Mpumepbl TexHONOrUN paspaboTkn NHTepdenca n COOTBETCTBUE MHCTPYMEHTOB TECTUMPOBAHMA
CO 3HaHWEM NAEHTU(NKATOPOB 3JIEMEHTOB NHTepdeNnca:
o Qt: Squish
o ]JS: Selenium
2. MNpumeHeHne KOMNbTEpPHOro 3peHuns: Sikuli
o ApXMTEKTypa
o OpenCV
o Tesseract
o Jython
3. MpumMeHeHne MalnHHOro obyyeHuns: Testolang
o ApxunTeKkTypa
o QEMU/KVM
o HelpoHHbIE CeTu

NMpakTukKa

1. Sikuli:
o Moaknto4eHune sikuli B Python
o TeCT CNOXEHMA B KaJlbKyIATOpe Nnepefayein HaXxxaTusa KaBuLu
o @uKcauma nsobpaxxeHnn ons noucka
o MapameTpbl NOUCKa N30b6paxeHns

Fuzzing-tecTupoBaHue

Teopusa

1. Buabl Bepudukauunm:

o CTaTumyeckas

o OunHamnyeckas (..., fuzzing, ...)
2. Sanitizers:

° asan

o ubsan
3. MeHepaums OaHHbIX:

o HavanbHas BbIbOpKa

o KOHTPOJIb TPacC UCMOJIHEHUA
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o DBOJIOLUMNOHHbIE aJIrOPUTMbI
4. Kputepuu oCTaHOBKK TeCTUPOBaHUA

MpakTuka

1. AFL fuzzer:
o Cbopka clang ¢ knt4Yamu asan n ubsan
o Co3faHue TeCTOBbIX AaHHbIX 015 3aTpaBKu
o [lpuMep Ha gepesBe YCJIOBHbLIX OMNepaTopoB
o 3anyck afl-fuzz n pasbsacHeHWe nonen, BbIBOAMMBIX B runtime
o Pa3bop pe3ynbTaTa NockKa NageHmsa NpUNoXXeHns

Knaccupukauusa metonos test design

1. Black Box
o Knaccbl 3KBUBAJIEHTHOCTH
o ['paHNYHbIE 3Ha4YEeHNA
o [JOMeHHbIN aHan3
o [lnarpamMmma nepexonoB COCTOAHUN
o [lonapHoe TecTnpoBaHue
o TeCTMpOBaHME BapMaHTOB NCMNOJIb30BaHMNA
2. White Box
o [ToTOKM ynpaBaeHus
o [TOTOKW AaHHbIX
3. Experience based
o Checklists
o WiccnepoBaTenibCKoe TecTupoBaHue. Test strategy model:
= Function
Claims
Domain
User
Stress
Risk
Flow
Automatic
Scenario
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