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Mporpamma

NporpaMmMa

BBepeHue

1. Mpumepbl Hanbonee oopormx ownboK
2. MNpUYrHbLI BO3HUKHOBEHUS:
o KocMunyeckune nyyu :)
o Owwmbkn B MO
3. Buagbl TecTupoBaHua (passivyHble KnaccupuKkaumm)
o [1o uenn
o [lo cBonCTBaM
o 1o ucnonHUTEnNto
o 10 ypoBHI0O
o o uHTepgency
4. ToNNTVKa BEPCUOHNPOBAHNSA NPU TECTUPOBAHUMN:
o Anb(a-Bepcuun
o beTa-Bepcun

BbiOop BUAa TeCTUPOBAHUA

1. Mupamnga TeCTUPOBAHUSA;
o [pnopuTETHI Pa3fINYHbIX BULOB TECTUPOBAHUSA
o COOTHOLUEHNE BUAO0B TECTOB

2. MNpUHLMNbI CEMAaHTNYECKOro BEPCUOHNPOBAHNS
o CTaHZapT BEPCUOHNPOBAHNS

o MpuMep Ha pa3fenseMom NPoToKoJie B3aMMOAENCTBIS

o Mpumep Ha BMbANOTEYHbIX pPeLleHNSsIX

TecTtuposaHue APl. WSDL

Teopus

1. OcobeHHOCTN TeCTUPOBaAHUSA MPOTOKOOB
o RPC: WSDL/SOAP + REST/JSON
o Messaging
2. XSD-cxeMbl - 0CHOBbI U NpuMepbl 0nncaHns TUMNoB
3. WSDL-cepBMC - OCHOBbI 1 NMPUMep ONUCaHNA METOL0B
4. Tpumep reHepMpoBaHHOIo KoLa A1 CepBepa U KneHTa

MpakTuka

1. CeteBon cHugepmHr SOAP ¢ nomowbio wireshark
2. SoapUl:
o Co3faHue npoekTa Ha ocHoBe WSDL
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o TlocblfIKa 3anpocoB 1 NOJly4eHME OTBETOB
o Co3paHue TestSuit

o [lpoBepkn Ha ocHoBe XPath

o Banunpauna WSDL/XSD

TectupoBaHue API. REST

Teopusa

1. HanomuHaHune npuHumnos npoTokosa HTTP (GET/POST]...)
2. JSON-schema/OpenAPI/Swagger - 0CHOBbI 1 npuMepbl onucaHma REST API
3. AHanorusa ¢ XSD/WSDL

NMpakTuka

1. Postman:
o ImnopT onucaHns API
o [IpUMEHEHMNE OKPYIKEHUNI
o Co3faHue 3anpocoB
o AIcnonb30BaHMeE NepeMeHHbIX 1 UX nepeonpeneneHme
o TeCTbl Ha JS AN19 NPOBEPKU:
1. Kona Bo3BpaTa
2. MNonen oTBeTa
3. CooTBeTCTBUA CXEME
o Ha3Ha4yeHune n npumeHeHne mock-cepepos

TecTupoBaHue uHtepcdenca nonososartens. Web

Teopus

1. ApxuTtekTypa Selenium:
o WebDriver
o APl Ha Python, Java, ...
o IDE KaK paclumpeHue bpaysepos
2. MpuHUMNBI NOEHTUDUKALUN 3N1EMEHTOB Web-CTpaHuL,

MpakTuka

1. Selenuim:

o Co3faHue BUPTYasIbHOr0 OKpY>XeHns Ha Python
3anyck WebDriver
MoncK 3N1eMeHTOB Ha CTpaHuue (css, id, aTpubyThbl)
BBOA TEKCTOBbIX AaHHbIX
ABTOMaTM3NPOBaHHaA reHepaums cueHapusa B IDE

o
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Harpy3ouyHoe TecTUpoBaHue

Teopusa

1. ®oKyCbl HArpy304HOro TeCTUPOBAHMA:
o [pon3BOANTEJIbHOCTb
o CTabunbHOCTb
o OTKa30yCTOMYMBOCTb
o MacwTabnpyemocTb
o CTpecc-TeCcTUpoOBaHme
2. Mpodnnn Harpysku:
o SLA
o Mpepnensl NPoOM3BOANTENBHOCTH
3. MNapameTpsbl:
o Bpems obpaboTku
o YaToTa 3anpocos
o Pa3mep JaHHbIX
4. OTKkyna 6paTb NPOGMAN Harpy3KK:
o B[l
o XKypHasbl
o [porHos
5. NHCTpyMeHTHI:
o Web-KoHCOJ1b
o JMeter
o Gatling
o K6

NMpakKkTuka

1. JMeter:
o NMoanep>XxmBaemble NPOTOKOIbI
o Py4yHoe co3paHune HTTP-3anpocos
o 3anucb cueHapues Yepes Proxy
o Thread group n ero napameTpbl
o BblHeceHue obumx napamMmeTpoB

o MpoCMOTp pe3ynbTaToB B rpacmyeckom 1 TabanyHoM Buaax

NMnaHupoBaHUe TeCTUPOBaAHUA

1. CTpyKTypa v Ha3Ha4veHue Test-plan:
o KTo
o YTo
o Kak
o Korga
o Kputepum

2. CTpyKTypa 1 Ha3Ha4veHue Test-case:
o lpenycnosusa
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o Warn
TecTupoBaHue nHtepcdenca nonb3osatens (Desktop)

Teopus

1. Mpumepbl TexHONOrNN pa3paboTkn NHTepdenca n COOTBETCTBUE MHCTPYMEHTOB TECTMPOBAHMA
CO 3HaHWEM NAEHTU(NKATOPOB 3JIEMEHTOB UHTepdeinca:
o Qt: Squish
o ]JS: Selenium
2. MNpumeHeHne KOMNbOTEpPHOro 3peHuns: Sikuli
o ApXuTeKTypa
o OpenCV
o Tesseract
o Jython
3. MpumMeHeHne MalwnHHOro oby4eHuns: Testolang
o ApXMTEKTypa
o QEMU/KVM
o HenpoHHbIe ceTu

NMpakTuka

1. Sikuli:
o MoakntoyeHune sikuli B Python
o TeCT CNOXEHMA B KaJlbKyIATOpe nepefayein HaxxaTusa KaBuLL
o ®ukcauma nsobpaxkeHun ans nomcka
o MMapameTpbl NOUCKa n3obpakeHus

UccnepoBaTenbCKoe TeCTH poBaHue

1. Test strategy model:
o Function
o Claims
o Domain
o User
Stress
Risk
Flow
o Automatic
o Scenario
2. 3aBepeHune owmnbok:
o [Monsg
o Mownck aybnmkaToB Mo CTekaM
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Fuzzing-tecTupoBaHue

Teopusa

1. Buabl Bepudukaumnm:
o CTaTuyeckas
o InHammnyeckas (..., fuzzing, ...)
2. Sanitizers:
o asan
o ubsan
3. [eHepauuns OaHHbIX:
o HavanbHas BbIbOpKa
o KOHTPOJIb Tpacc UCNOoSHEHUA
o DBOJIOLNOHHbIE aNropUTMbl
4. Buabl MyTauum
5. KpnTepun oCTaHOBKN TECTUPOBAHUS

MpakTuka

1. AFL fuzzer:

o Cbopka clang ¢ kntyamu asan n ubsan
Co3paHune TeCTOBbIX AaHHbIX ANS 3aTPaBKu
MpuMep Ha fepeBe YCNOBHbIX ONepaTopoB

[¢]

[¢]

o

[¢]

Pa3bop pe3ysibTaTa Nocka NnafeHus NPuIoXeHns

Ewe o test design

[o3anonHnTbL
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3anyck afl-fuzz n pasbacHeHne nonen, BbIBOAUMbIX B runtime
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